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Cyberphysical =tight conjoining of and coordination
between computation and physical resources
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Internet of Shit

@internetofshit

Obviously the best thing to do is put a
chip in it. Tips: internetofshit@gmail.com /
Also on FB: facebook.com/internetofshit

@ In your stuff
Joined July 2015
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Pinned Tweet

Internet of Shit internetofshit

The Internet of Shltty Thlngs is here. Have
all of your best home appliances ruined by
putting the internet in them!
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AUTONHONS 4 TB OF DATA /DAY

CMNECTED 5 TB oF DATA/ DAY

ikt 1 PB oF DATA DAY
meorronss 750 PB oFvibo /DAY
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Current loT Ecosystems

3 Tiers:

A Low-power loT devices
A Gateway

A Cloud




Centralization does not scale

Centralised brokered communication models based on
the client-server paradigm

All devices are identified, authenticated and connected
through cloud servers

Often, two 10T devices sitting next to each other will
communicate through the Internet




Security and privacy is a significant challenge

era| botnet a DDoS nlghtmaie /
turning Internet of Things
into Botnet of things

Source: Hackread




The DDoS Attack On Dyn DNS Was Carried Out Using Mirai Malware Botnet —
Mirai Is A DDoS Nightmare Turning Internet Of Things (IoT) Into A Botnet Of
Things.

Yesterday’s DDoS attack on Dyn’s DNS was like an earthquake that was felt worldwide
when the top and most visited sites on the Internet went offline for hours. Although it

is unclear who was behind this attack the security researchers are linking the Mirai

DDoS botnet malware to this attack.

If you don’t know what Mirai is then let us tell you. It is the same botnet that was

behind the DDoS attacks on Krebs on security blog and the OVH hosting website a

couple of weeks back. The attack on Krebs’s website was 665 GBPS whilst OVH
suffered Internet’s largest ever DDoS attacks of 1 TBPS in which 145,000 hacked

webcams were used.

Mirai uses Internet of Things (IoT) devices like routers, digital video records (DVRs)
and webcams/security cameras, enslaving vast numbers of these devices into a

botnet, which is then used to conduct DDoS attacks.

Source: Hackread, Oct 2016



NACKERS REMOTELY RILL A
JEEP ON THE HIGHWAY=WITH
MEINIT

Source: Wired, July 2015
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Data Silos

A 1solated data silos

A We have limited control over our data and how it is used
A We have to trust the cloud and application providers

A This problem will exacerbate as 10T devices collect highly
personal data




