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Cyberphysical = tight conjoining of and coordination 

between computation and physical resources 





Source: Intel 



Source: Intel 



Current IoT Ecosystems 

 

3 Tiers: 

ÅLow-power IoT devices 

ÅGateway 

ÅCloud 



Centralization does not scale  

Centralised brokered communication models based on 

the client-server paradigm  

 

All devices are identified, authenticated and connected 

through cloud servers 

 

Often, two IoT devices sitting next to each other will 

communicate through the Internet 

 



Security and privacy is a significant challenge 

Source: Hackread 



Source: Hackread, Oct 2016 



Source: Wired, July 2015 



Data Silos 

ÅIsolated data silos 

 

ÅWe have limited control over our data and how it is used 

 

ÅWe have to trust the cloud and application providers 

 

ÅThis problem will exacerbate as IoT devices collect highly 

personal data  


